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ISO: Business Con.nuity Plan  

Hornbill is commi,ed to ensuring the con3nuity of cri3cal business func3ons and Informa3on 
and Communica3on Technology (ICT) services in the event of disrup3on, minimizing impact to 
service delivery and maintaining stakeholder confidence. This Business Con3nuity Plan (BCP) 
is established in alignment with the requirements of ISO/IEC 27001:2022, including the ICT 
readiness for business con3nuity control and ensuring that disrup3ons are an3cipated, 
managed and recovered in a structured manner. 

Governance and Scope 
This BCP applies to all Hornbill ICT systems, 
suppor8ng services, personnel and third-party 
dependencies deemed cri8cal to ongoing 
opera8ons and service delivery. Senior leadership 
own business con8nuity strategy, with overall 
accountability for readiness, tes8ng, review and 
con8nuous improvement. 
  
Business Impact Analysis (BIA) and ICT 
Con;nuity Requirements 
We conduct regular Business Impact Analyses to:  

• Iden8fy and priori8se cri8cal business 
func8ons and ICT services 

• Assess their acceptable down8me (RTO) and 
acceptable data loss (RPO) 

• Inform recovery strategies and technology 
requirements 

 
These BIAs feed directly into con8nuity planning 
and are reviewed and updated at least annually or 
when significant change occurs.   
 
Access Control for Con;nuity 
We maintain Role-Based Access Control (RBAC) to 
ensure only authorised personnel can enact 
con8nuity procedures, access recovery 
environments, or update con8nuity 
documenta8on. Periodic access reviews are 
performed to reflect organisa8onal changes. 
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Data Backup, Restora;on and Integrity Tes;ng 
Hornbill’s backup and recovery prac8ces 
encompass:  

• Scheduled backups of all cri8cal data and 
configura8ons  

• Replica8on to mul8ple secure loca8ons (on-
site, off-site and cloud)  

• Defined reten8on and restora8on 
procedures aligned to recovery objec8ves 

 
Incident Detec;on, Response and Escala;on 
Hornbill maintains an Incident Response Plan that:  

• Aligns with business con8nuity and 
informa8on security incident handling  

• Provides clear roles, repor8ng lines and 
escala8on processes  

• Ensures rapid detec8on, classifica8on and 
response to disrup8ons 

Incident response ac8vity is recorded, analysed and 
used to improve con8nuity controls.  
 
ICT and Network Resilience 
We deploy mul8-layered ICT and network security 
measures, including firewalls, intrusion detec8on / 
preven8on, segmented infrastructure and up-to-
date patching to reduce the likelihood and impact of 
outages or breaches.  

Communica;on and Stakeholder Engagement 
In the event of a disrup8on, our Communica8on Plan 
ensures: 

• Timely no8fica8on to employees, customers, 
partners and regulators when required 

• Use of mul8ple redundant channels (email, 
SMS, intranet, telephony) 

• Clear, consistent messaging that supports 
con8nuity ac8va8on 

 
Training, Tes;ng and Exercises 
Hornbill conducts: 

• Regular awareness training for all personnel 
on BCP responsibili8es 

• Detailed drills for con8nuity teams simula8ng 
a range of disrup8on scenarios 

• Annual or frequency-appropriate test 
exercises that assess the plan end-to-end 

Outcomes of tes8ng are documented and feed into 
con8nual improvement cycles. 
 
Vendor and Supply Chain Con;nuity 
Third-party services are evaluated for their 
con8nuity capabili8es as part of procurement and 
ongoing supplier management. Where 
appropriate, contractual con8nuity obliga8ons are 
enforced to support Hornbill’s own resilience 
requirements. 
 
Monitoring, Review and Con;nuous 
Improvement 
We implement ongoing monitoring to detect 
poten8al con8nuity risks and changes in opera8ons 
that may affect recovery capabili8es.  
 
The BCP and related controls are reviewed: 
AVer exercises or real events 

• Following organisa8onal or technological 
changes 

• At defined intervals as part of ISO 27001 
internal audits 

• During management reviews 
Improvement ac8ons are tracked, status-reported 
and incorporated into updated versions of the plan. 
Con8nuous improvement aligns with ISO 27001 
Clause 10 requirements. 
 
Integra;on with ISO/IEC 27001 Controls 
This statement and the underlying BCP help sa8sfy 
relevant standard controls including: 

• A.5.29/A.5.30 Business con8nuity and ICT 
readiness, ensuring preparedness, 
recovery objec8ves and tested con8nuity 
procedures exist and are maintained. 

• A.8.13 Informa8on backup that supports 
con8nuity objec8ves. 

 
For more informa8on about our Business 
Con8nuity prac8ces, please contact our 
Informa8on Security team at 
security.team@hornbill.com. 
 
   

 


